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Context
Maldon District Council provides a diverse range of services to the residents, business and visitors of
the Maldon District.

Having recently undertaken a full council transformation, focussed on putting our customers at the
centre of what we do and being financially robust as central government budget cuts increase, we are
reviewing our risk management policy and procedures to underpin this new structure and way of
working

The Council has to manage the risks and opportunities associated with the delivery of our objectives
stated in the Corporate Plan, by adopting good risk management principles.

Risk is unavoidable. It is an important part of life that allows us all to move forward and develop.
Successful risk management is about ensuring that we have the correct level of control in place to
provide sufficient protection from harm, without stifling our development.

Risk management therefore needs to be embedded into the Council and our key partners. We need
to have the structures and processes in place to ensure the risks and opportunities of daily Council
activities are identified, assessed and addressed in a standard way and proactively managed. This
will allow us not only to meet the needs of the community today, but also be prepared to meet future
challenges.

The purpose of this policy is to define risk management, state the Council’s risk management
objectives, approach, responsibilities and procedures.

What is the Council’s risk appetite?

The Council’s overriding attitude to risk is to operate in a culture of creativity and innovation, in which
all key risks are identified in all areas of the business, are understood and proactively managed,
rather than avoided.

What are the Council’s risk management objectives?

= Adopt a strategic approach to risk management to make better informed decisions which is
vital to successful transformational change;

= Acknowledge that even with good risk management and our best endeavours, things can go
wrong. Where this happens we use the lessons learnt to try to prevent it from happening
again;

= Develop leadership capacity and skills in identifying, understanding and managing the risks
facing the Council;

= Use Project Management Office training and guidance to promote and guide risk
management;

= Promote corporate governance and integrate risk management into how we run Council
business/services. Sound risk management processes help us to achieve our corporate vision,
priorities and objectives as outlined in the Corporate Plan;

» To ensure officers at all levels are responsible for risk, identifying mechanisms for reporting
and escalating risk council-wide



APPENDIX A
5

= Support a culture of well-measured risk taking throughout the Council’s business, including
strategic, programme, partnership, project and operational. This includes setting risk
ownership and accountabilities and responding to risk in a balanced way, considering the level
of risk, impact and cost of control measures;

= Anticipate and respond to changing social, environmental and legislative requirements and
ensure that the Council continues to meet all statutory and best practice requirements in
relation to risk management;

= Ensure risk management continues to be a key and effective element of our Corporate
Governance arrangements.

How will our objectives be met?
= Commitment from the Corporate Leadership Team (CLT) and senior managers to managing
risk effectively;

= Maintaining a robust and consistent risk management approach that will:
- Identify and effectively manage strategic, operational and project risks

- Ensure mechanisms for officers of all levels to report risk
- Focus on those key risks that, because of their likelihood and impact, make them
priorities;
= Ensure accountabilities, roles and responsibilities for managing risks are clearly defined and
communicated,

= Consider risk as an integral part of business planning, service delivery, key decision making
processes, and project and partnership governance;

= Communicate risk information effectively through a clear visible reporting framework; and

» Increase understanding and expertise in risk management through targeted training and the
sharing of good practice

The Risk Management Policy and framework will be reviewed every three years to take account of
changing legislation, government initiatives, best practice and experience gained within the Council.
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Risk Management Approach

1. Introduction
The purpose of the risk management approach outlined in this document is to:
= Provide standard definitions and language to underpin the risk management process
= Ensure risks are identified and assessed consistently throughout the organisation through the
clarification of key concepts
= Clarify roles and responsibilities for managing risk
= |mplement an approach that meets current legislative requirements and follows best practice
and relevant standards.

2. Definitions
Risk can be defined as “an uncertain event that, should it occur, will have an effect on the
Council’s objectives and/or reputation.” It is the combination of the probability of an event
(likelihood) and its effect (impact).

Risk management generated opportunities can arise as a consequence of effectively managing
risks, for example additional grant funding or improved working practices.

Risk management is the “systematic application of principles, approach and processes to the
identification, assessment and monitoring of risks.” By managing our risk process effectively we
will be in a better position to safeguard against potential threats and exploit potential opportunities
to improve services and provide better value for money.

Risk management is applied at all levels of service delivery and include:
= Corporate Strategic Risks — Risks that could have an effect on the successful achievement of
our long term corporate goals, priorities and objectives. These are:
- risks that could potentially have a council-wide impact and/or
- risks that cannot be managed solely at a service level because higher level
support/intervention is needed.

= Service Risks — Risks at a service level that could have an effect on the successful
achievement of the Directorate or service outcomes/objectives. Potentially these risks could
have a significant financial, reputational and/or service delivery impact on the service as a
whole.

= Contract Risks — Risks that could have an effect on the successful achievement of the
contract’s outcomes/objectives in terms of delivery, outcomes and value for money. Contract
risks are managed throughout the contracting process including contract
management/business as usual.

» Project Risks — Risks that could have an effect on the successful achievement of the project’s
outcomes/objectives in terms of service delivery, benefits realisation and engagement with key
stakeholders (service users, third parties, partners etc.).

= Partnership Risks — Partnerships bring risks as well as opportunities; how the partnerships are
governed can be problematic and as a result the objectives of the partnership may not be
achieved; they may not deliver good value for public money or the Council could find itself
having to pay more money into a partnership or pick up other partners’ contributions should
one or more partners leave. Alternatively, the Council could just find that it is not reaping the
benefits that it thought it would by participating in the partnership.
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3. Approach
For a number of years the Council has been working towards a comprehensive and integrated
approach to risk management where:

staff are clear about what risk management is intended to achieve;

significant risks are being identified and managed effectively;

training and guidance on risk management are easily accessible;

a consistent corporate approach is followed using a common ‘risk language’; and
it is seen as an integral part of good corporate governance.

AN N NI NN

This section details the agreed MDC Risk Management framework to ensure the effective
management of risk across the organisation. The Council’'s approach to risk management involves
a number of key steps as outlined below.

Risk discussions in 1-2-1’s (template)
All staff Central form for reporting any risks identified to be picked up by
Programme, Performance and Governance team

Annual service plan update and identifying risk to service
Senior managers  [JEO%EI8Y
Escalating risks above the service-level tolerance

Project Management

Office Standardised reporting for all projects, which prescribes risk

management as part of project scoping and monitoring

Reviewing escalated risks and ensuring mitigating actions are
sufficient

Programme,
performance and
ELIEIGER R CEG B Centrally monitor and report

Performance,
Governance and
el lln=l=a Review and feed back quarterly

Effective communication is key to the successful management of risk and it is vital that staff at all
levels across the organisation are involved if risk management is to be truly embedded and a useful
management tool.

1) Identify Corporate, Service, Project or Partnership Objectives
Before we can identify our risks we need to establish the context by looking at what we are trying to
achieve and what our proposed objectives are. Depending on the area under review, the relevant
objectives and outcomes will usually be detailed in existing documents, including the following:

= Maldon District Council Corporate Plan

» Thematic strategies

= Business Plans

= Project Brief or Project Initiation Document

» Partnership agreement or Service Level Agreement.

2) Identify Risks
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At its simplest, risk management consists of asking and answering “what are we trying to achieve?”
and “what can stop this/these being achieved?”.

There are a number of different types of risk than an organisation may face including:

Strategic - what could prevent corporate goals and objectives being achieved? An example would be
a failure to ensure that all services are working effectively to the corporate agenda or not having the
capacity and resources to deliver the agreed key activities.

Financial - what could affect the council’s financial position? Examples include the risks associated
with investment and borrowing, lack of sound financial management or the existence of fraud or
corruption.

Economic - the impact of an economic downturn would affect prosperity of local businesses and
communities.

Requlatory - what would happen if the Council was not compliant with legislation such as the Health
and Safety at Work Act, Data Protection, Freedom on Information Employment Law, Human Rights,
Equalities Act or Environmental legislation? What about legal challenges?

Reputation - Negative publicity (local and national) or an increase in complaints would affect the
Council’s reputation.

Management — there could be risks relating to loss of key staff, recruitment or retention issues;
capacity issues — availability, sickness absence, emergency preparedness or business continuity.

Operational/Departmental - what could potentially affect the delivery of the service? Examples could
be a loss of key staff, or a failure of IT systems.

Health and Safety - what are the potential risks to staff, customers, and users of the service?
Examples of this are risk of slips, trips and falls.

Partnerships - what would the implications for the Council be if the partnership failed? For example,
would the Council be responsible for any of the partnership’s financial liabilities or would services be
affected if the partnership was no longer in existence?

Projects - What could cause the project to fail? Examples could include unrealistic initial assumptions
about time, cost or feasibility.

Describing the risk is equally important to ensure that risks are fully understood, and to assist with the
identification of mitigating actions, the cause and consequences of each risk must also be detailed.
Typical phrases used to do this include:

Description Cause Conseguences

Failureto... | ... due to ....leads to
Failureof... | ... because | ... results in
Lack of ...

Loss of ...
Uncertainty of ...
Delay in ...
Inability to ...
Inadequate ...
Partnership with ...
Development of ...
Damage to




APPENDIX A
9

Once identified, all risks are recorded in a “Risk Register” — this maybe the Council’s corporate risk
register, the service risk register, the project risk register or a partnership risk register.

A risk owner must be allocated and recorded against each risk on the risk register. Such
accountability helps to ensure ‘ownership’ of the risk is documented and recognised. A risk owner is
defined as a person with the accountability and authority to effectively manage the risk.

At this stage there may well be a long list of possible risks. The next step will help to prioritise these in
order of importance.

3) Assess adequacy of existing controls

For each risk, identify those actions/controls which are currently helping to minimise the likelihood
and/or impact of the risk occurring. These are actions or controls that are completed, in place and
embedded.

Assess the adequacy of these controls as follows:

Poor - no controls in place or the few that are do not mitigate the risk

Fair - some controls in place and some reduction in risk but still not adequate
Good - controls in place are considered adequate and reduce the risk
Excellent - effective controls are in place which reduce the risk considerably.

4) Assess Inherent Risk Level

To ensure resources are focused on the most significant risks, the Council’s approach to risk
management is to assess the risks identified in terms of both the potential likelihood and impact so
that actions can be prioritised.

Taking into account the controls currently in place and how adequately these reduce the likelihood or
impact of the risk, the risk is scored for both likelihood and impact using The Risk Assessment Table
included in Appendix 1.

Both the likelihood and impact levels of each risk are plotted on the Maldon District Council’s Risk
Matrix which displays its appetite or tolerance to risk (see below). The position of the risk, either
above or below the tolerance line, will help to determine what action, if any, will be taken forward.

The table below shows the risk scoring criteria, based on a standardised 5 point scale for likelihood
and scale.

Definitions:
Negligible Unlikely
Minor Less Likely
Maoderate Likely
Significant Very Likely
Major Definite
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Likelihood score

Risk Level 1= Rare 2= Unlikely | 3= Possible 5= Almost

certain
Catastrophic: 5 10
Level 5
Major: 4 8
Level 4
Moderate: 3 6
Level 3
Minor: 2 4
Level 2
Negligible: 1 2 3 4 5
Level 1

Anything in the green area is considered to be “below the tolerance line” and it may be decided not to
take any mitigating action.

An overall risk score is reached by multiplying the likelihood score by the impact score.
5) Identify further mitigating actions required
There are four basic ways of responding to risks identified and can be summarised as the four ‘T’s’:

« Terminate — deciding not to continue or proceed with the activity in view of the level of risks
involved although often this is not possible.

% Transfer — which involves another party bearing or sharing the risk such as obtaining
insurance or finding an external partner to undertake the activity in return for a fee (which will
reflect the risk taken on). Not all types of risks can be transferred.

7
0.0

Treat — by ensuring existing controls are effective by periodic review and testing and
implementing additional controls through mitigating actions where considered necessary to
reduce the risk to a tolerable level. This is likely to be the most common approach, as risks
are identified as part of our approach as a transformative council.

% Tolerate — it is not considered cost effective to address the risk, so the risk is accepted.

The decision on the appropriate action should take account of the Council’s risk appetite, i.e. what
level of risk is the Council prepared to tolerate. Any risk that has been assessed as above the
tolerance line must be a priority for immediate management action with actions designed to reduce
the risk to a target level set within the risk appetite.

Mitigating actions identified should be clearly defined and actioned, with a lead officer and timescales
for implementation/completion.

6) Monitor impact of mitigating actions on residual risk

The risk owner should monitor the progress of the mitigating actions regularly to ensure that these are
being taken forward and that they are actually reducing either the impact or the likelihood of that risk
occurring. The overall risk score should be re-assessed accordingly and if it is now within the
accepted tolerance, the risk can be removed from the appropriate risk register.
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7) Review and report
Risk management should be considered as an ongoing process and as such risk needs to be
reviewed regularly to ensure that prompt and appropriate action is taken to reduce their likelihood
and/or impact.

The Council’s Risk Management Framework requires the following review/reporting:

Corporate Risks - those risks that are identified as potentially preventing the Council achieving the
corporate goals and objectives stated in the Corporate Plan and which are assessed as being above
the Council’s acceptable tolerance level are recorded on the Corporate Risk Register in Sharepoint
(the Council’s central Risk site). The mitigating actions are also recorded and both the overall risk
scores and the progress of the mitigating actions are updated on a quarterly basis by the risk owner
or the officer responsible for taking the actions forward.

To ensure that risk is being managed effectively, quarterly risk reports are submitted to CLT and
Performance, Governance and Audit Committee outlining the current risk scores, whether there have
been any changes to the scores and what progress has been made on the mitigating actions.

As the scoring criteria changes with this policy update, a review of the current risk register will take
place to move historic risks in line with new reporting criteria, and review their current relevance.

Service/operational risks - at a service/operational level, the risks that are identified as potentially
preventing the service from achieving its service objectives and which are assessed as being above
the Council's acceptable tolerance level are detailed in the business plans and also recorded on
Sharepoint.

These should be subject to regular review and discussion between the manager and their Director. It
is the responsibility of the appropriate managers to ensure that any actions detailed in the business
plan to reduce these service risks are taken forward and progress monitored.

Project risks - these risks should be reviewed regularly by the Project Manager and the Project
Sponsor, and will be recorded as part of the PMO documentation process.

Partnership risks — for any partnership which is assessed as being high risk, a risk register will be
established and will be subject to annual review as part of the Partnerships assessment framework.
The risks will be included in the relevant service’s business plan together with the mitigating actions
and these will be subject to regular review by the manager and their Directorate.

4. Roles and Responsibilities

To be effective risk management must be embedded throughout the Council by CLT, Members and
each individual employee. One of the Council’s key objectives within this policy is to promote a risk
aware culture. Risk management is a cultural issue which will only be effective with understanding
and support from all levels of staff and Members; training will be provided periodically to staff and
Members to enable them to fulfil their risk management responsibilities.

All employees and Members are responsible for ensuring there are robust and fit-for-purpose systems
of internal control and risk management in place; and they are aware of the risks:

e they are empowered to take

e that must be avoided

¢ that must be reported upwards.

Some individuals and groups have specific leadership roles or responsibilities as follows:

Give final approval to the Risk Management Policy, based on a recommendation
- from the Performance, Governance and Audit Committee

Full Council

Give final approval to the Council’s Corporate Risk Register if CLT and
Performance, Governance and Audit Committee are unable to reach agreement




Performance,
Governance
and Audit
committee

Corporate
Leadership
LGETN

—
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Receive reports from the Council’s Health and Safety Advisor on at least a six
monthly basis

Provide independent assurance on the Council’s risk management framework
and governance processes. The main focus will be on strategic risks with an
overview of the process for serviceloperational risk management and
escalation

Ensure that the Council manages risk effectively through the development and
delivery of a comprehensive Risk Management Policy

Consider/recommend approval of the Risk Management Policy which is
reviewed every three years

Monitor corporate risk management by receiving quarterly reports

Consider/note any changes proposed by CLT following its annual review of
the Corporate Risk Register

Make recommendations to CLT regarding risks included on the Corporate Risk
Register

Refer to Council if CLT and Audit Committee are unable to reach agreement on
risks included on the Corporate Risk Register

Undertake a quarterly review of the corporate risk register and mitigating
actions

Review the Corporate Risk Register annually, to raise corporate awareness of
any emerging risks and ensure that appropriate mitigating actions are taken
forward and monitored

Consider strategic risks affecting the Council and recommend action to
Members as appropriate

Embed risk management within the Directorates and ensure that all staff are
aware of their risk management responsibilities and reporting lines

Consider the risks identified in reports brought to CLT
Receive reports from the Council’s Health and Safety Adviser, the Health and

Safety Committee and/or the services where health and safety issues cannot be
resolved at a local level

Ensure that appropriate resources and importance are allocated to the process

] Confirm existence/effectiveness of current controls and ensuring further
Risk Owners -mitigating actions are implemented

Provide assurance that the risks they own are effectively managed
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Manage risk effectively in their particular service areas

Ensure all staff are aware of any specific risk management responsibilities
through the performance review process

Managers - Embed the risk management process by identifying new service risks, agreeing
and implementing mitigating actions and updating records on TEN

Report any new risk or escalate any service risk which is deemed to have more
corporate impact to their Director and CLT

Schedule frequent discussion on risk management issues through team
meetings as required

Be accountable (to the Director, CLT and Audit Committee) for their actions with
regard to managing risk

Undertake annual health and safety risk assessments and take any corrective
action that is needed

Health and Safety Risks are dealt with immediately - where possible the risk
should be removed or eliminated, otherwise it must be reported as a matter of
uraencyv and stepns taken to warn peonle of the nroblem

Manage risk effectively in carrying out their everyday duties

All Staff -Report hazards and risks to their Managers

Undertake their duties within risk management guidelines

Health and Safety Risks are dealt with immediately - where possible the risk should
be removed or eliminated, otherwise it must be reported as a matter of urgency and
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5. Embedding Risk Management

For risk management to be effective and a meaningful management tool, it needs to be an integral
part of key management processes and day-to-day working. As such risks and the monitoring of
associated actions should be considered as part of a number of the Council’s significant business
processes.

6. Training and Awareness

Having developed a robust approach and established clear roles and responsibilities and reporting
lines, it is important to provide Members and Staff with the knowledge and skills necessary to enable
them to manage risk effectively.

The Council uses a range of training methods to meet the needs of the organisation including external
training (e.g. from our contracted internal audit providers), internal staff training as part of the Project
Management Office (PMO) rollout and intranet based e-awareness training.

Further risk management information is available to all staff and members on the Freshservice
7. Review of the Corporate Risk Register
In addition to possible items for the register arising from items referred to CLT for consideration, there

will be an annual review by CLT and managers to consider:

¢ whether any items should be deleted from the risk register; or
¢ should be added to the risk register; or
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¢ have moved above or below the Council’s risk tolerance level and so require a change in
status in respect of action planning;
o whether the Council’s risk appetite/tolerance level remains appropriate.

Following the reviews the amended Corporate Risk Register is submitted to the Audit Committee for
consideration and discussion.

8. Partnership Risks
These should be identified by the officer with lead responsibility for the partnership or at the time of its
initiation.

For those partnerships which are designhated as key/significant to the Council, an annual assessment
will be undertaken. The risk register should also be reviewed at least annually to ensure that it is kept
up to date, consideration given to both the risks to the partnership and risks to the Council arising
from the partnership and mitigating actions established where appropriate.

9. Relevance to other Corporate Functions
Internal Audit
The Council’s appointed internal auditors will periodically undertake an independent evaluation of
the risk management framework to provide the Performance, Governance and Audit Committee
with assurance on the adequacy of the internal control arrangements including risk management
and governance.

Business Continuity Planning

The main objective of business continuity is to provide a means of both recovery for the Council
should it be affected by a crisis or a business interruption and of minimising the impact on the
Council’'s employees, customers and reputation. Examples of issues tackled by business
continuity include those in relation to loss of premises, equipment, staffing, and
telecommunications / IT. Business continuity planning requires that potential impact to be
considered and managed and the corporate and individual business continuity plans need to be
updated on an on-going basis to reflect changes in the overall risk profile. Put simply, the
difference between risk management and business continuity is that the former considers what
could go wrong and seeks, where possible, to prevent it, while the latter creates contingency
arrangements in the event of a crisis and is largely indifferent to the cause of the problem.

Performance Management and Monitoring
Performance management is concerned with the delivery of corporate objectives, business plans
and budgets. Risks can prevent this and as a result corporate, service, project and partnership
risks registers are maintained and cross referenced to objectives and plans in order to ensure:
o The risks to strategic and operational plans are being actively and appropriately managed;
and
o Due account has been taken of material risk considerations in the preparation of delivery
plans.
Reporting for both performance management and risk management will be aligned for Performance,
Governance and Audit committee papers.




Risk Assessment
The identified risks are assessed in terms of their likelihood of occurring and the potential impact
should they occur and are scored on a scale of 1 — 5 as shown in the table below:
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Risk Assessment Table

As guidance, when assessing the impact, the table gives a likelihood

An overall risk score is reached by multiplying the likelihood score by the impact score.

Likelihood score

Risk Level 1= Rare 2= Unlikely | 3= Possible 5= Almost
certain

Catastrophic: 5 10

Level 5

Major: 4 8

Level 4

Moderate: 3 6

Level 3

Minor: 2 4

Level 2

Negligible: 1 2 3 4 5

Level 1




